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Netskope Data Loss Prevention

AT A GLANCE

« Inspect and control activities that attempt
to move sensitive data between endpoints
and cloud and web services

« Discover and protect your sensitive
data when at rest in managed cloud
applications

« Create policies using advanced data loss
capabilities such as fingerprinting, exact
data match, optical character recognition
(OCR), and image classification

« Respond quickly to data loss prevention
(DLP) violations and take advantage of
incident management tools for detailed

investigation

Use Cases

COMPLIANCE
Whether you need to comply with mandates such as HIPAA, GDPR, GLBA, PCI/DSS, or another regimen, Netskope
has you covered so you can pass audits and avoid fines. With Netskope, you can construct activity audit trails, create

summary compliance reports, protect sensitive data with strong encryption, and manage data incidents.

PREVENT DATA LOSS

Netskope provides a unique vantage point across all of your internet usage, both cloud applications and websites, to
help you detect data movement that could signal a data exfiltration attempt by an insider. Netskope anomaly detection
combined with DLP capabilities can correlate the download of sensitive data from a managed cloud service like

Salesforce or Box with the upload of the same data to a personal cloud service.

SECURE DATA

Uncover sensitive content using predefined (or custom) profiles for payment card industry data (PCl), protected health
information (PHI), and many more. Protect with automated workflows to block, quarantine, or encrypt your data. With
Netskope DLP, you can identify and secure all sensitive data in the cloud, whether it’s in transit to and from a cloud

service or already resident in a managed cloud service like Box or Office 365 OneDrive.



DATA VISIBILITY

Whether it's to satisfy audit requirements, regulatory compliance, or just corporate security policies, it's important to
understand where your most sensitive data is flowing and how it’s being used. Netskope can identify your sensitive data
flowing to the cloud, or at rest within your managed cloud applications, or being uploaded to websites. Netskope has
comprehensive visibility of all user activity on cloud and web, and this allows DLP violations to be detected whether

users are on premises or remote, and whether using a web browser, mobile app, or sync client.

Product Overview

INTRODUCTION

Data is increasingly at risk as it moves outside the enterprise perimeter and beyond the reach of traditional security
controls. This data movement started in the earliest days of the web, but is accelerating with the rapid adoption of
cloud services and the interactive nature of today’s websites. Consistent data protection policies are now required
across IT-managed cloud services such as Salesforce, Microsoft Office 365 and Amazon Web Services, plus thousands
of user-led and business-led cloud services, and websites which allow the uploading or posting of data. With their ease-
of-use and built-in capabilities for collaboration and sharing, these services make it all too easy for users to put sensitive

information in high risk places or share it with too many people.

You need a solution that can protect your data as it is created and moves outside the enterprise perimeter, and in the
cloud and web. Netskope DLP helps protect sensitive data wherever it is going—to cloud applications (SaaS), public
cloud environments (laaS), or to any destination on the web. Netskope has the most advanced cloud-native DLP in the
industry, designed for ease of implementation, high detection accuracy, low false positive rates and detailed incident
investigation. Key capabilities include more than 3,000 built-in data identifiers, support for more than 1,000 file types,

custom regular expressions (regex), proximity analysis, fingerprinting, exact data match (EDM), and OCR.

REAL-TIME DATA PROTECTION FOR CLOUD AND WEB

Steer all Internet traffic through the Netskope Security Cloud platform and its Cloud XD™ engine will decrypt SSL/TLS
connections and decode cloud and web services to understand both the content and context. Cloud XD gives you
context in the form of users, devices, websites, cloud applications (and their instances), risk ratings, URL categories,
and activities in your cloud and web traffic. Any content that Cloud XD extracts from transactions with cloud and web
services is inspected by the Netskope DLP engine in a single pass. By combining content and context, a robust data

protection policy suitable for today’s Internet can be implemented in stages.



Stage 1: Prevent access to high risk cloud services, as identified by the Netskope Cloud Confidence IndexTM
(CCl), or websites that are known to be malicious. Additionally, use the Netskope ability to differentiate between
cloud application instances to prevent access to unauthorized or personal instances of cloud services used by the

organization.

Stage 2: Adaptive access controls, that use context such
as identity, location and device information to determine the 5235 aas \/eb
appropriate level of access, should be enabled. For example,
prevent access to managed cloud applications from higher risk
locations, from personal devices, or from devices not meeting

security posture requirements.

STAGE 1

Stage 3: Control activities being performed by users in order to
minimize the risk of data leakage or exposure. Use Netskope to

enforce activity-level controls for the higher risk activities identified STAGE 2
by Cloud XD like upload, download, share, create, post, publish, etc.

Stage 4: DLP policies should be applied to content that is

STAGE 3

permitted by the previous stages. Netskope DLP policies can

identify sensitive data movement and react in a number of ways
including blocking, alerting, cautioning, encrypting or quarantining.
Netskope DLP can read data classification tags, find data using
regular expressions, perform EDM, detect fingerprinted documents,
and much more. And because Netskope only applies DLP policies to

data that has filtered through the contextual policies there are far fewer false positives.

API-ENABLED PROTECTION FOR DATA AT REST IN THE CLOUD

Netskope supports API-based integration with numerous cloud applications which are typically approved and managed
by organizations. Cloud applications such as Microsoft Office 365 OneDrive for Business, Box, Dropbox, Slack and
Salesforce; and public cloud services such as AWS, Microsoft Azure and GCP; are often used to store organizations’
data. Data held within these environments may be subject to regulatory requirements or an organization’s internal
security controls. Netskope DLP policies can continuously monitor these environments to uncover specific data

and alert or remediate when a policy triggers. Policy actions vary depending on the specific API connected cloud
application but may include; alerting, encryption of files, quarantine of files, deletion of files, changing of file
ownership, removing of public or external sharing, or the application of Rights Management (in Microsoft Office 365

OnebDrive for Business) or Security Classifications (in Box).



Netskope Standard DLP

Netskope DLP unifies data protection policies across real-time inspection of cloud and web traffic, and inspection of
data at rest in managed cloud applications. Netskope DLP can inspect the metadata and content of more than 1,000 file

types, and examine both structured and unstructured data.

PREDEFINED DATA IDENTIFIERS AND COMPLIANCE PROFILES
Netskope provides dozens of predefined DLP profile templates to identify sensitive data in accordance with numerous

international regulations. Profiles include, among others:

«  Payment Card Industry Data Security Standard (PCI-DSS)

«  EU General Data Protection Regulation (GDPR)

«  Health Insurance Portability and Accountability Act (HIPAA), 1996
+  Gramme-Leach-Bliley Act (GLB Act or GLBA), 1999

«  Personal Health Information and Protection Act (PHIPA), 2004

«  Commonwealth of Australia - The Privacy Act 1988

« US, CA - CCPA (California Consumer Privacy Act, 2018)

DLP Profiles for sensitive data not tied to specific regulations are also included, these include: Personally Identifiable

Information (PIl), Protected Health Information (PHI), source code, password protected documents, and profanity.

Additionally, Netskope DLP provides more than 3,000 predefined data identifiers that can be used individually, or
combined with other predefined or custom identifiers to detect specific data. Predefined data identifiers cover a
wide range of data types including: Geographical places and addresses, dates and times, sentiment, names, financial
numbers, medical references, and ethnic groups. Identifiers may in some cases, such as the detection of Résumés,
use machine learning (ML) powered classifiers. Additional ML classification capabilities are included in the Netskope

Advanced DLP license.

CUSTOM DATA IDENTIFIERS, REGULAR EXPRESSIONS AND DICTIONARIES
Netskope DLP supports the creation of custom data identifiers that use either a keyword search or regular expression

search to identify specific data. Keywords may be single words or a phrase, and can be case sensitive or insensitive.

Netskope DLP has a regular expression parser that interprets syntax nearly identically to the UNIX regular expression

syntax. Built into the Netskope Ul is a tool that can be used to validate regex expressions against test data.

Where a significant number of words, phrases, or regular expressions are required in a DLP Rule, it is possible to create
or import a Dictionary of these identifiers. Dictionaries also support weightings assigned to each identifier in order to

prioritise certain matches over others.

BOOLEAN OPERATORS AND PROXIMITY ANALYSIS
Predefined and custom keywords, and regular expressions and dictionaries can all be combined within a DLP Rule using
boolean and proximity operations. Supported boolean operators are AND, OR and NOT, and brackets can be used to

influence the order of operations.



Additionally, Netskope DLP can use proximity analysis to check for the presence of data identifiers within a certain
distance of one another in a text block. The NEAR operator is very similar to the AND operator except the NEAR

operator will be specified with a character range for proximity checking.

Where source data is found within a Microsoft Excel file, Netskope can optionally operate a ‘Record Based Scan’ to look
for data identifiers in single spreadsheet rows. Record based scanning reduces false positives by ensuring that multiple

DLP matches are within the same row (or record) within structured data.

FILE PROPERTIES PROFILES

Where there is a need to include or exclude particular files for DLP inspection, Netskope provides a file profiling
capability which can influence the DLP policy. DLP administrators can specify file attributes such as wildcard file names,
file sizes, file hashes and file types, and have matching files included or excluded from inspection. Example use cases
include: Exclude file ‘project123*.*" from PII DLP inspection policy, apply PCI DLP policy to any Microsoft Excel files,

block all Executable files except .com files, apply a custom DLP policy to files matching a defined MD5 hash list.

DLP INTEGRATION

Netskope DLP integrates with on-premises DLP solutions to enable customers to get the most out of their existing DLP
investments. Customers have the choice of detecting data violations and enforcing controls entirely in the cloud, or
funneling cloud violations to the on-premises DLP and incident management systems via secure ICAP and the Netskope

REST API.
FULL VISIBILITY

Netskope DLP operates across the Netskope Security Cloud and therefore has visibility across both cloud applications

(managed and unmanaged) and web traffic. Versatile steering methods and APl-enabled connections mean that data is
uncovered both in motion and at rest. Additionally, Netskope has visibility of data regardless of whether an employee is
using a web browser, mobile app, or sync client; or whether that employee is in the office, on the road, at home, or on a

personal device.

Additionally, the Netskope Cloud XD engine enables discovery of data beyond simple file content by inspecting
metadata, hidden fields, comments, and images. Cloud XD will uncover data violations in both structured and
unstructured data, providing coverage of services such as webmail messages, social media posts, instant messages,

note taking apps, and forum posts.

INCIDENT MANAGEMENT

Respond quickly and thoroughly to DLP policy violations. Take advantage of Netskope incident management
capabilities for end-to-end workflows. Perform incident investigation with comprehensive audit trails and data
inspection tools. Assign incident owners, track progress, and label incidents as new, in progress or resolved. Where
appropriate, Netskope can integrate with EDR (Endpoint Detection and Response), SIEM (Security Information and
Event Management) or SOAR (Security Orchestration, Automation and Response) solutions to complement existing

incident response plans and workflows.



Netskope Advanced DLP

Netskope Advanced DLP is sold as a supplemental license to Standard DLP and provides additional capabilities

designed to meet the needs of enterprises with more sophisticated data protection requirements.

FINGERPRINTING

Fingerprinting is a DLP methodology used to detect sensitive data, in which the administrator provides a document
from which a fingerprint classification is created. The classification is then used within a DLP policy to match either the
exact document, or a variant of the document. The amount of variance resulting in a DLP trigger is specified within a
DLP rule using a percentage threshold value. Use cases for fingerprinting policies include: detecting partial content
copied from a sensitive source document to another document, detecting content that has been deliberately modified
in an attempt to avoid detection, differentiating between an empty form document and a form document containing

data.

EXACT DATA MATCHING (EDM)

The Netskope Exact Data Match capability provides a mechanism to validate the presence or absence of the match
result of an identifier against the data set provided by the user. Such a mechanism will reduce the false positives and
guarantees precise data leak prevention of those of the entries in the data set. Example use cases for EDM include:
Protecting specific employee data, such as Employee ID or SSN held within a database; avoiding false-positives when
inspecting for a specific list of customer defined retail coupon codes which happen to be formatted like credit card

numbers.

OPTICAL CHARACTER RECOGNITION (OCR)
Netskope DLP analyzes images held within managed cloud application instances (API-enabled Protection) using OCR

technology so that any DLP policy can be applied to the text extracted from image files.

CLASSIFICATION THROUGH MACHINE LEARNING

Netskope’s DLP detection methods are complemented by state-of-the-art classification methods which use Artificial
Intelligence and Machine Learning (Al/ML) techniques. ML driven image classification identifies images such

as government issued passports, US driver’s licenses, and desktop screenshots likely to be containing sensitive
information. Meanwhile, ML driven text-based classification recognises US Patent documents, Résumés (US English),
US Tax forms, and US M&A (Mergers and Acquisitions) documents. Further ML models will be delivered by Netskope as

its dedicated Data Science team continues to innovate in the areas of artificial intelligence and machine learning.
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Netskope DLP Policy Overview

Netskope DLP Features

Netskope DLP is sold as a separate add-on SKU and requires the purchase of an underlying Netskope Real-time
Protection or API-enabled Protection product (or bundle). Netskope DLP is available in Standard and Advanced versions,

the capabilities of each are defined in this document and summarized below.

CONTEXT AWARENESS

DLP policy criteria Users, user groups, organization unit, custom Device types: Desktop or mobile

user list
Device classification: Managed devices,

Cloud applications, application instances, unmanaged devices

application categories
Location types: On-premises, remote

File sharing status, file name, file type, file size,

file hash Geo location: Source, destination
Activity: Upload, download, view, edit, post, Device info: Operating system, browser, native
send and share app (sync client)

INCIDENT MANAGEMENT AND REMEDIATION

Complete context and Forensic information of excerpts of the violation
visibility of the violation o
Get granular alerts of violations in SkopelT

DLP and Compliance based reports

Incident Workflow Assign incidents to investigate override severity

Customizable status for workflows

Remediation Workflow Contact the owner
Quarantine and restore

Restrict file permissions

| ~



Automatic Policy Alert, Block, Encrypt

Actions o ) . .
User Notification and Coaching (redirect to custom notice)

Quarantine and Legal Hold

STANDARD DLP FEAT

Data Identifiers More than 3,000 pre-defined data identifiers Multi-data identifier classification with Boolean
operations

Custom profiles & regular expressions
Pattern & keyword matching

Rules support global identifiers and severity

levels Hundreds of industry standard DLP categories
Machine-Learned Text-based classification for Résumés (US English)
Classification
File Types Inspection for more than 1,000 file types

Supported Regulations Predefined policy templates to identify sensitive data in accordance with regulations. Templates
include: AMRA, EC Directive, EU-GDPR, GLBA, HIPAA, PCI-DSS, PHI, PIl, PHIPA,PIPEDA, SSN
Confidentiality Act, US FTC Rules, etc.

Non-regulated Data Intellectual property data National ID numbers
Types
P Financial and legal terms International Bank Account Numbers (IBAN)
External DLP Secondary DLP analysis through ICAP integration with an on-premises DLP solution
Integration
ADVANCED DLP FEATURES (ADDITIONAL TO STANDARD DLP CAPABILITIES)
Capabilities Exact Data Match and Fingerprinting capabilities
Machine-Learned Image classification for government issued passports, US driver’s licenses, and desktop screenshots
Classification likely to be containing sensitive information

Text-based classification for US Patent documents, Résumés (US English), US Tax forms, and US
M&A (Mergers and Acquisitions) documents

Additional capabilities OCR to extend DLP policies to images containing text
for APl-enabled
Protection

The Netskope security cloud provides unrivaled visibility and real-time data and threat protection when accessing cloud
services, websites, and private apps from anywhere, on any device. Only Netskope understands the cloud and takes a data-
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centric approach that empowers security teams with the right balance of protection and speed they need to secure their digital
transformation journey. Reimagine your perimeter with Netskope.
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